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SPLC GUIDE TO PERSONAL SECURITY

OVERVIEW OF HOME SECURITY

Successful home security plans integrate protective devices (lights, locks, alarms) with precautionary procedures used by family members.  All family members should be instructed in the proper use of protective devices and fundamental measures for deterring intruders.

Every security measure taken to safeguard the home will increase the odds against intrusion.  Perpetrators usually must complete their crime quickly, quietly and unobserved.  The basic, cost-effective measures listed below will deter him or cause him to take more time, make noise and put himself in jeopardy of being discovered.

HOME PHYSICAL SECURITY

· Landscaping:  the shrubs and tress on the property should be trimmed so that they do not provide concealment for an intruder to either threaten a member of the family or to forcibly enter the home without being observed.  The landscaping should also be trimmed so that it does not lessen the illumination provided by the security lighting on the residence.
· Security lighting:  illumination of the exterior walls of the house and an area extending ten feet out from them is an effective deterrent to intruders at night.  Exterior lights should be installed on all corners of the house and adjacent to entrances as required.  The lights should be activated by photoelectric sensors or automatic timers so that they turn on at dusk and off at dawn.  Lighting systems should be inspected regularly to ensure proper maintenance and operation.

· Automatic timers:  should be installed on selected lights inside the residence to give the home an occupied appearance when the family is away.

· Exterior Doors:  should be solid wood or metal fire doors, at least 1 3/4 inches thick or clad with protective metal sheeting.  The doors should be mounted on internal hinges if possible.  If the doors are mounted on external hinges, the hinges should be protected by installing "set screws" in the hinges or "dog bolts" in the rear of the door frame.

· Locks:  deadbolt locks should be used to secure all exterior doors.  The locks should be high quality and have hardened bolts which extend at least one inch into the lock strike in the door jamb.

Double cylinder deadbolt locks should be installed on all exterior doors with any glass panes/areas within six feet.  Keys should not be left in the lock cylinders at any time.  Sliding glass doors should have key-actuated locks resistant to forced entry.

Locks should be re-keyed when a key is lost or stolen.

· Safe haven:  is a secure area in the residence in which the family can gather for protection during emergencies.  The room, or area of the residence, should be separated from the rest of the residence by a strong door(s) with a high-quality dead bolt lock(s).  The safe haven should also have a portable cellular telephone, a first aid kit, a fire extinguisher and a duress button to activate the residential alarm system.

· Intrusion detection systems:  should be installed in the residence and equipped with battery backup and connected to an external annunciator.  The intrusion detection system should be monitored by the local police department and a central station.  The intrusion system should consist, at a minimum, of:
· State-of-the art control unit

· Auxiliary control units with duress capability

· Magnetic contacts on all exterior doors

· Glass break detectors or magnetic contacts on exterior windows

· Motion detectors to monitor sensitive/vulnerable areas of the home

· Wireless duress alarm buttons

· Smoke/heat detectors
· Fuse boxes should be kept padlocked.  

· Fire extinguishers: should be strategically placed on each floor of the residence.

HOME PROCEDURAL SECURITY

· Exterior doors and windows, particularly those which are accessible from ground level, should be kept closed and locked at all times.

· Family members should be instructed to open the door only when the caller has been positively identified.  
· Repairmen should not be left alone in the house.

· Unsolicited gifts should be refused.  Strange objects or packages found around the house should not be touched--the police should be called immediately.

· Family members should be alert to suspicious incidents or individuals, especially strangers who are repeatedly seen near the residence.  Their presence should be noted and a record made of their physical appearance and any vehicles used.  Police should be informed of all suspicious incidents.
· Fire and emergency escape plans should be practiced by all family members.

· An updated inventory should be maintained of valuable items with an accurate description, a listing of serial numbers and photographs.  

· Photocopies should be made of important documents such as driver’s licenses and passports and the copies kept in a secure place.

· Negotiable documents, heirlooms and expensive jewelry should be stored in safe-deposit boxes.  Birth certificates, passports, insurance policies, etc., should be kept in safe-deposit boxes or in a fireproof file at the home.

· Documents containing personal or company information should be shredded, never thrown out in the garbage.

Telephone Security

· Residential telephone numbers should be unlisted and disclosed only to relatives and trusted associates and friends.

· The Simple "Hello":  When answering the phone, do not identify yourself by providing your name or position. The best salutation on a telephone is "hello."  Instruct your family not to provide information as to your whereabouts to unknown callers.

· Inquiries over the telephone by unknown personnel on the whereabouts or activities of family members should not be answered.

· Family members should not identify themselves when answering the telephone until they have positively identified the caller.

· What Not To Reveal:
· Whereabouts:  Do not reveal to callers, no matter who they say they are (voices can be imitated), the whereabouts of persons requested.

· Names of family members.

· The following emergency numbers should be posted near all telephones in the residence:

· Police

· Fire

· Doctor

· Ambulance

· Hospital

· Alarm company

Vehicle travel

· Doors should be kept locked and windows closed.

· Parking should be done only in a well lit area.

· Gas tanks should be kept at least half full and locking gas tank caps installed.

· You should have your car keys in hand when leaving home or work.

· You should not approach your parked vehicle if strangers are loitering around it; an escort should be requested from a reputable business nearby, a security guard or the police.

· The car should be thoroughly checked for unwanted riders before entering.

· If followed, you should drive to a safe haven:  a police or fire station, large hotel, shopping center, etc.  Do not attempt to lose the following vehicle by out-running it as this could lead to an accident that could disable your car.  Stay on heavily traveled main roads to the extent possible until you can get assistance.

· If followed, remain inside your vehicle and drive to a Safe Haven.  Do not get out of your car and try to lose your followers on foot.  Do not attempt to physically confront any followers, but make it obvious that you have detected them.

· If you have car trouble on the road, you should raise the hood, turn on the hazard flashers and wait inside the car with the doors locked and the windows up.  If motorists stop to help, you should open the window slightly and ask them to call the police.

· You should not get out of your car to help a "distressed motorist," rather drive to the nearest well lighted area with a telephone and call the police or a service station.

· You should not pick up hitchhikers or offer rides to strangers.

· Flashing headlights alone should not be sufficient for you to pull your car over and stop; a police emergency vehicle should be marked in the locally appropriate manner. 

FAMILY TRAVEL AWAY FROM THE RESIDENCE
Information regarding travel plans should be kept confidential.  Before leaving home for extended periods of time, the following measures should be taken:

· Mail, packages and newspapers should be picked up daily by a neighbor.

· The residence should always have the appearance that the home is occupied.

· Telephone service should remain normal.  An automatic telephone answering machine should be used to screen all calls.

· Keys to the residence and alarm system should be left with a neighbor (never in obvious places, such as under a mat or flowerpot).

· Lamps, televisions and radios should be connected to automatic timers to promote a "family at home" appearance. 
GUIDE TO PERSONAL SECURITY:  ADDITIONAL CONSIDERATIONS
                     ADDENDUMS
In addition to the general information provided in the previous sections, three additional points should be considered when planning for personal security:  Travel Security and Surveillance Detection (primarily dealing with local travel); Information Security practices; and Mail - Parcel Safety. 
TRAVEL SECURITY AND SURVEILLANCE DETECTION

The purpose of surveillance is to identify a potential target based on the security precautions that an individual takes, and the most suitable time, location, and method of attack. Surveillance may last for days or weeks. Naturally, the surveillance of a person who has set routines and who takes few precautions will take less time. 

Detecting surveillance requires a fairly constant state of alertness and, therefore, must become a habit.  A good sense of what is normal and what is unusual in your surroundings could be more important than any other type of security precaution you may take.  Above all, do not hesitate to report any unusual event. 
Over 80 percent of criminal attacks against executives take place while the target is in his or her car.  Most attacks take place near the victim’s residence, because that part of the route is least easily varied. People are generally most vulnerable in the morning when departing for work because these times are more predictable than evening arrivals. 

To make surveillance more difficult to accomplish and less effective you should: 

· Vary your routes and times of travel. 

· Be familiar with your route and have alternate routes. 
· Maintain situational awareness when traveling between home and the office.
· Check regularly for surveillance.
· If you suspect that you are being followed while you are driving, drive to the nearest police station, fire station, or an occupied location such as a hospital or mall. Note the license number, color and make of the vehicle, and any information printed on its sides that may be useful in tracing the vehicle or its occupants.  Don’t wait to verify surveillance before you report it. 

· Be alert to people disguised as public utility crews, road workers, vendors, etc., who might station themselves near your home or office.
· Whenever possible, leave your car in a secured parking area. Be especially alert in under-ground parking areas. 

· Always check your vehicle inside and out before entering it. If you notice anything unusual, do not enter the vehicle. 

· Household staff and family members should be reminded to look for suspicious activities around your residence; for example, surveillance, attempts to gain access to your residence by fraudulent means, and telephone calls or other inquiries requesting personal information. 

· Tell your household staff and family members to note descriptions and license numbers of suspicious vehicles. Advise them to be alert for details. Household staff can be one of the most effective defensive mechanisms in your home— use them to your advantage. 

INFORMATION SECURITY

Identity Theft is one of the fastest growing crimes in the country.  Take these precautions to protect your identity and minimize the risk of unauthorized or unintended disclosure of sensitive information:

· Order a copy of your credit report, which you can do for free on an annual basis, and review it thoroughly.

· Place passwords on all of your bank, credit card and household utilities accounts.

· Pay attention to billing cycles.  If you are not receiving bills for a particular account then contact the billing institution.
· Secure personal information that is left in plain sight within your home.        
· Do not carry you Social Security number in your wallet or purse.

· If any of your account numbers or insurance policy numbers uses your social security number, change them.

· Do not give out personal information on the phone, through the mail, or on the internet unless you initiated the contact and know the other party.
· Do not leave outgoing mail in your mailbox.  Take it to an authorized Postal Service mailbox.
· Do not have new checks delivered a place where your mail will be unattended and easily stolen.
· Shred all information that contains personal or financial data.  Do not just throw it into the trash.
· Protect your personal information while at work.  Do not leave your wallet, purse or any of its contents unsecured or in plain sight.
· Limit the amount of personal information posted on social networking sites and other websites.  Restrict access to social networking sites to known and trusted friends and colleagues and ask your family members to do the same.

MAIL – PARCEL SAFETY PRACTICES

Letter and parcel bombs generally are “victim activated”, meaning that a victim or intended target must activate the device by opening it.  They do not normally contain timing devices. 

Bombs can range from the size of a cigarette package to a large parcel.  Letter and package bombs have been disguised as letters, books, candy, and figurines.  Delivery methods have included mail systems, personal delivery, or placement at the recipient’s site. 

A letter or parcel bomb might have some of the following indicators: 

· Suspicious origin—especially if the postmark or name of sender is unusual, unknown, or no further address is given.  (Or when postmark and return address are in separate states or regions.)
· Excessive or inadequate postage. 

· Off-balance or lopsided letter or package. 

· Unusual weight for the size of the letter or package. Letters also may be unusually thick. 

· Stiffness or springiness of contents. (When checking, do not bend excessively.) 

· Protruding wires or components; unusual grease or oil stains on the envelope. 

· Strange smell, particularly almond or other suspicious odors.
· Restrictive markings:  “For Your Eyes Only”, “To be opened by……” 

Train household staff and family members to recognize suspicious packages and instruct them to promptly report anything suspicious and not to handle any such package or letter.  Its best not to have children receive or handle mail.  Designate one or two trained adults to receive and inspect mail before it is opened.

If a suspicious package is received or found, don’t handle it.  Isolate it by keeping others away from it, and then call the police.  Don’t use a cell phone or other wireless communication device in close proximity to the package – as some are detonated by radio frequency (RF) signals.

SUMMARY
Common sense precautions are key to risk management.  Taking personal responsibility for your safety and security and that of your family and staff involves a commitment to incorporating a level of security awareness and sound security practices into your daily activities.  

While this may require some changes that seem uncomfortable, even unnecessary at first, they will soon become second nature – a normal part of doing business.  In the process, your vulnerability and that of your family will be greatly reduced at very little cost and without much effort.

Should you need additional information, advice or resources, please don’t hesitate to call on me, anytime, day or night.

Huey Thornton 
Security Director

(334)956-8251
(334)657-0537
24-hour Security Operations Center

(334)956-8296

SPLC Security Emergency Line

(334)956-8500
